(elVILRVEl B Setup and Configuration of a YubiKey

This guide describes the procedure for setting up and configuring a YubiKey, a physical security key used for two-
factor authentication.

Description Navigation

Download Download and install “Yubico Authenticator.”
and Install

Windows: https://developers.yubico.com/yubioath-
flutter/Releases/yubico-authenticator-latest-win64.msi

MAC: https://developers.yubico.com/yubioath-
flutter/Releases/yubico-authenticator-latest-mac.dmg

Open the Open the app and tap “Configure YubiKey.” r
App and = Authenticator 3% ‘f‘
Configure
YubiKey
Tap “Add Account.” -
o Add account
Manage

Keep the “Add account” window open while completing the next
steps.

Log in to the | Go to https://portal.office.com/ and sign in with your DTU account.
Office Portal

Click on your profile picture or initials in the upper-right corner.

Click “View Account.” _

Click “Security Info” in the menu on the left.
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Click “Add sign-in method.” Security info

These are the methods you use to sign into your

Default sign-in method: Microsoft Authenticatc

-+ Add sign-in method
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Select “Authenticator App” from the drop-down menu and click “Add.”

Add a method

|
Click “I want to use a different authenticator app.” ﬁ
- =
Click “Next” and keep the next window with the QR code open. |:| .
Add Return to the YubiKey app. T
Account in -
Yubico Tap “Scan QR code.” :
Authenticat o
or
All required fields will be filled in automatically. Tap “Save” in the o fr—
upper-right corner of the Yubico app. — o - |
Your Yubico app is now configured with a 6-digit code on a 30-
second timer.
Verify Enter the 6-digit code from the Yubico app. e
Configura- |:| T —
tion Click “Next.”
Finish Setup | The setup is complete. Your PC is now installed and configured to

use a YubiKey for multi-factor authentication.

Remove your YubiKey from your PC.

Note that the Yubico app will ask you to insert your key before you
can view temporary codes.
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